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What is CIRCLE?

* 1aaS cloud manager
* A complete solution for educational cloud

e Supporting the special requirements for the education
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Motivation

Education demands dynamic environment

Different trainings have different software requirements

Difficult to maintain complex software dependencies on heterogeneous

physical machines

Need for multi-host environments

Infrastructure for small projects

Easy to deploy, portable
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Motivation

* Easy to use, easy to understand
* Not everyone has deep knowledge about IT who want to use the cloud

e Separate main roles like teachers and students
* Students actions need to be supervised by the teachers

* Burst virtual machine deployments
* At the start of the lecture everyone starts machine at the same time

* Effective resource usages

* The users are not charged for their resource usage
* Lease as a solution is the answer in CIRCLE
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laasS clouds in general

* Benefits
* Multiple virtual environments on a single physical machine
* Dynamic load balancing (live migrations)
* Management tasks delegated to users
* More efficient resource use

e Difficulties

* Image creation needs special knowledge
* Security risk
* Network zone administration needs expertise and high permission

* Answer is the cloud management framework called CIRCLE.

ICACON'15 BUDAPEST https://circlecloud.org CIRCLE

laas for everyone




Q¥ SaltStack installer

* CIRCLE based on several modules and software tools
* Python

AMQP Server

exchange

* Libvirt (KVM based virtualization) i
. node0l <D
» Django (portal) o || (T
* Open vSwitch L || e | | s
. . . | slow |——
* Celery with AMQP for modul communication @
: N~

 SaltStack is an easy-to-use configuration manager
* Installer is available from the git repositroy
* Installing node is possible from the GUI
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Deployment

* The deployment can be
* Stand-alone - All components on a single node
e Cluster - VM's run on a cluster, other services on a single head node
* Distributed - VM's run on a cluster, all services on separate nodes

Portal
Node Portal
Network | Node |
Node |—tmmmm— | Network U Nede
Storage = Storage
ode —|_Node |
Node | Fhese |
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?l Modules

Storage - store the virtual images

Network - manage complex network infrastructures

Node - supervise virtual machine instances

Portal - manager and web-interface for the cloud

Switch ] /

‘ Internet ‘
W v i

storage Network manager Home device Home device
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?l Shared storage

* NAS based image management
e CD, DVD and Disk images (raw, gemu copy-on-write) formats are supported
* Any shared file system can be used like NFS

* Shared storage — to store the virtual machine images (gemu copy-on-write
file format ), live migration possible between the workers nodes

 More than 100 virtual machine deployment within minutes - the virtual
machine images Qcow?2 format makes possible to deploy virtual machines
without cloning the base disk image
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?l Shared storage

 Saving a virtual machine will create a new image from the base and the
differential image. This image can be used as base image for future
deployment management

* Free space managed by the storage module, can be defined in percentages

* The images are not destroyed until the specified space is available. The
garbage collector checks occasionally and destroys the oldest images until
there is enough free space again.

e Destroying a virtual machine on the dashboard will only move the image
file in a trash folder
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?l Networking

* Complex phySICal and Vlrtual HOSLS st of all hosts
network administration

DMZ grid HOT iitint itlab tman INT VPN WAR Search.. n

* network management with OpenFlow rules -

Hostname Vlan MAC Address IPv4 Address  IPv6 Address Address Created At Owner
. cloud-846 managed - VM- 02:00:0A:09:01:35  10.9.153 2001:738:2001:4031:9:1:53:0 152.66.243.62  08/02/2014 1:48  4BBOG@bme.hu
* Manages:
cloud-808 managed - LAB  02:00:00:38:C0:07  10.7.0.15 2001:738:2001:4031:7:0:15:0 — 04/27/2015 12:07  4BB06@bme.hu
p.m.
* VLAN (Isolated net ks from h oth ﬂ AR 020058423 -
S O a e n e WO r S ro e a C O e rs 1022 managed - WAR  02:00:98:42:F3:53  152.66.243.83  2001:738:2001:4031:66:243:83:0 08/02/2014 1:48  92428@bme.hu
p.m.
1023 managed - VM- 02:00:0A:09:01:CA  10.9.1.202 2001:738:2001:4031:9:1:202:0 152.66.243.62  0B/02/2014 1:48  92428@bme.hu
* VLAN th h dashboard — -
rO u g a S O a r 1086 managed - VM- 02:00:0A:09:01:64  10.9.1.100 2001:738:2001:4031:9:1:100:0 152.66.243.62  08/02/2014 1:48  92428@bme.hu
NET p.m.
1400 managed - VM- 02:00:0A:09:02:1F  10.9.2.31 2001:738:2001:4031:9:2:31:0 152.66.243.62  08/02/2014 1:48  65700@bme.hu
° Z t NET m.
one managemen p
1470 managed - WAR  02:00:98:42:F3:40  152.66.243.64 2001:738:2001:4031:66:243.64:0 — 08/02/2014 1:48  92428@bme.hu
p.m.
° D N S 1762 managed - VM- 02:00:0A:09:01:1B  10.9.1.27 2001:738:2001:4031:9:1:27:0 152.66.243.62  08/02/2014 1:48  53646@bme.hu
service
1772 managed - VM- 02:00:0A:09:01:22  10.9.1.34 2001:738:2001:4031:9:1:34:0 152.66.243.62  08/02/2014 1:48  92428@bme.hu
NET p.m.
L4 D H C P S e rvi Ce 1807 managed - VM- 02:00:0A:09:01:3F  10.9.1.63 2001:738:2001:4031:9:1:63:0 152.66.243.62  0B/02/2014 1:48  5048@bme.hu
NET p.m.
1824 manaced - VM- 02:00:0A:09:01:4R 109175 2001:738:2001:4031:9:1:75:0 1526624367  ORIO270141:4R  9242R@hme hu

* |Pv6 supported
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?l Networking

DMZ. details of vian
M Name*
® danages:
8 Host s

The short name of the subnet.

* Ipfilter — Linux based netfilter, firewall

VvID*

Hostname IPv4 Address
2
* Several way to connect VM to Internet . —— e
1e vian ID ofthe subnet backup-old 10.2.0.6
. . . Network type* Joud 2.0.
* Public and privet network using NAT - o 10207
portforward v malac 10.2.0.99
LAN'WAN @ Managed monitor 10.2.0.9
Py monitor-kamu-dhcp 10.2.255.1
. . . V
* Prevent malicious or accidental abuse — —
IPv4 addresslprefix* video 10.2.0.10
e ACL lists 10.2.255.254/16
ThFdIF'\.lf; addrefsshand Lhe prfeﬂx Iengtr; oflghi g:;e;-\.-_ai*;liicon;[;nfr;d;i;alue Is the last Unregistered hosts
. BlaCkllst _ |DS Interface, monltorlng tOOl valid address of the subnet, for example 10.4.255.254/16 for 10.4.0.0/16.
NAT to
API e —— MAC Address Hostname Requested IP
managed - MAN No hosts.
. managed - HOT
* GUI—-WEB based management interface managed - OFF .
Connections to these networks should be network address translated, i.e. their source Man EI.gE.‘ access
. . . address is rewritten to the value of NAT IP address. Hold down "Control”, or "Command”
b Wlth |OW€St permlSS|On Ievel can dO pOFt on a Mac, to select more than one
. . NAT IP address Who What x
forward for VM, low priority
152.66.243.148
+ Name of group or user user v

m od Ifl Catl ons Common IPv4 address used for address translation of connections to the networks
selected below (typically to the internet).

DHCP pool

manual
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?l Nodes

* Deploying and Destroying virtual machines

e Using KVM and libvirt for virtualization S Storage
_ Node |
° " Node
Manage Open vSwitch and Flow rules e Network |
- . . — | Node
* Monitor virtual machines e _ Portal |

* Provide agent service

ICACON'15 BUDAPEST https://circlecloud.org CIRCLE 13
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2] Agent

CIRCLE comes with an Agent support
* Python agent

 Communication trough virtual serial port

Agent service communicate with the agent inside
the guest machine used for virtual instance

customization
Both [ Linux and Bl Windows
Customization

Configuration:
* Network

e Password
* SSH Keys

Comfort
* Alert for expiring lease times

GBI | CACON'15 BUDAPEST

Activity
shutdown 21 days ao. () NN
Migrate a month ago, " [T

Deploy network — a month ago
Shutdown network — a month ago

Migrate to mega2 — a month ago

© 20 vigrate, @ [

Deploy network — a month ago
Shutdown network — a month ago

Migrate to mega5 — a month ago

Schedule — a month ago

) (30 console access. [C) I

£ Migrate 3 montrs ago, @ (I

Deploy network — 3 months ago
Shutdown network — 3 months ago
Migrate to mega4 — 3 months ago

Schedule — 3 months ago

Q oepioy s monins 290, Gy

Wait operating system loading — 3 months ago

Boot virtual machine — 3 months ago

https://circlecloud.org CIRCLE

laas for everyone

14



?l Portal

e User-friendly web interface

e Support SAML2 authentication (SSO)
* Role-based ACL

* Personal filestore

* Notification about expiration times

ICACON'15 BUDAPEST https://circlecloud.org CIRCLE 15
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?l Templates

* Possible to save any VM
Instance as a Template

* Fine tune resource usage like
CPU, Memory and Disk size

e Define networks suited for the
exercise

e Share with ACL

e Customize your template like
any other virtual machine

E?MHHHHMUWﬁHﬁHHﬂHH*“n

Lo v Loty
X Laes. MK iy
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A Templates

Name

Circle devenv

Tesztelés és mindség labor

(Ogynokkel)

Ubuntu 14.04 v1 régi

Ubuntu 14.04 v5

© Leases

Name

hazi feladat (5 dra / 1
hénap)

labor (5 dra / 1 hét)

projekt (1 honap / 6 honap)

szerver (1 év/ 10 év)

Resources

2048MiB
RAM
1 CPU core

2048MiB
RAM
2CPU
cores

1024MiB
RAM
1 CPU core
1024MiB

RAM
1 CPU core

Suspend
Interval

5 hours

5 hours

1 month

1 year

Access
(o] it Syst
perating System Method
Ubuntu 14.04 LTS Server o
amd64
Windows 7 Enterprise
XB86_64 ROP
Ubuntu 14.04 LTS Server
amde4 SSH
Ubuntu 14.04 LTS Server SsH

amdé4

Delete Interval = Actions

=0
-

1 month

1 week, 2 days

6 months c4 n
10 years,

Irs
1 month n

Lease

labor (5 6ra / 1 hét)

hazi feladat (5 dra / 1
honap)

labor (5 ora / 1 hét)

labor (5 6ra / 1 hét)

https://circlecloud.org

Search

Owner

Istvan Gergely
Olah
(HNO2AE)

Sandor Guba
(TFDAZE)

Sandor Guba
(TFDAZ6)

Déniel Bach
(J11M32)

Created
At

Running Actions

3 months

ago : ﬁgu

9 months N —
ago ” ﬁ “ u

8 months

ago 1 @eA

a month

ago 0 ﬁ = n
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?l Leases

 All virtual machine has 2 type
of lease time

e Suspension — Time until the VM

go to hibernate

e Destruction — Time until the VM

is destroyed

* Renew

e Every user can renew their own
machines

ICACON'15 BUDAPEST

Do you want to perform the following operation on Sphinx (5830): renew?

Virtual machines are suspended and destroyed after they expire. This operation renews
expiration times according to the lease type. If the machine is close to the expiration, its
owner will be notified.

Set expiration times even if they are shorter than the current value.
Save selected lease.

Length

projekt (1 hdnap / 6 hdnap) (suspend: 1 month, remove: 6 months) v

Cancel M Reguest longer lease

Expiration

Suspended at:
& in 6 days
Destroyed at:
X in 5 months

https://circlecloud.org CIRCLE

laas for everyone
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?] Requests

* Limited resource

* Only usable after permission is
granted

* Requests provide interface for
the students to aask for more
* Processor
* Memory
* Lease time

* Administrator can Accept /
Decline with one click

ICACON'15 BUDAPEST

Ll Ll LAY
S g g . e

MUEGYETEM 1782

B- Request template access

Template share*

windows 7

.....

For users who want to start a virtual machine

For users who want to share the template with others.

Elkilldes

https://circlecloud.org

CIRCLE
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2l Authentication/SSO

* Support SAML2 authentication edu I )

e edulD

* Pre-defined groups (ACL)
* Based on the courses

 Add members even before logged in

ICACON'15 BUDAPEST https://circlecloud.org CIRCLE 19
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Portal — Dashboard

MUEGYETE

178

Ld Virtual machines & = o
Il CPorta teszt  cloud-5151 *
Il Circle devenv cloud-5571 *
I Sphinx cloud-5830 *
Il Superdev cloud-5122 ir
P tarokkk tarokkk 7

B Templates °
A CentOS 7 v3 CentOS 7.0 amd64 »>
A Circle deveny Ubuntu 14.04 LTS Serv.. I
5= Tesztelés és mindsé...  Windows 7 Enterprise x... B
A Ubuntu 14.04 v1 régi Ubuntu 14.04LTS Serv...
A Ubuntu 14.04 v5 Ubuntu 14.04 LTS Serv.. >

ICACON'15 BUDAPEST

= Storage [+]

% Groups °
& hallgatok

& GOP csoport

& eqr

& brazilok

& fpga

il
@

&5 Nodes ®

® megal
® mega2
® mega3
® mega4d
© mega5

otice | Policy | Help | Support

&= Files oo
(3 Kresz-Teszt-2012-v3.3.is0 = a
[A 012353.pdf = o
[ letoltes.jpg = o
[A CCNASv1.1_Chp06_Lab-A_Secur... = O

E © show my files

28 Users o

& Daniel Bach Ji1mez
& Méaté mate Ory
& Henrik Schnell HYENG1

& Balint Patartics U2y

& Balazs Simon VGWILN

Search.. n © 1355 more @

https://circlecloud.org

BME IK 2015
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Portal — Virtual machines instances

(& Virtual machines

Group actions n E a - n owner- 75558@bme. hu all
ID Name State owner Lease Memory IP address
549  tarokkk P running Sandor Guba (TFDAZE) szerver (1 év/ 10 ev) 2048 MIB 152.66.243.78
4493  StoreServer P running Sandor Guba (TFDAZE) szerver (1 év/ 10 év) 4096 MIB 152.66.243.127
4536 Test of pending Sandor Guba (TFDAZE) projekt (1 honap / 6 honap) 2048 MIB
4968 Matlab Tarokkk Il suspended Sandor Guba (TFDAZE) projekt (1 honap / 6 honap) 4096 MIB 10.9.0.169
85012 Tarokkk Windows Office Il suspended Sandor Guba (TFDAZE) projekt (1 honap / 6 honap) 2048 MIB 10.9.0.128
5122 Superdev Il suspended Sandor Guba (TFDAZE) szerver (1 év/ 10 év) 1024 MIB 152.66.243.50
5151 CPoria teszt Il suspended Sandor Guba (TFDAZE) projekt (1 honap / 6 honap) 1024 MiB 10.9.0.160
5571 Circle devenv Il suspended Sandor Guba (TFDAZE) projekt (1 honap / 6 honap) 2048 MIB 10.9.1.148
5830 Sphinx Il suspended Sandor Guba (TFDAZE) projekt (1 honap / 6 honap) 1024 MiB 10.9.0.167

ICACON'15 BUDAPEST

https://circlecloud.org

Node
megal

megad

CIRCLE
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?l Portal — Resources of a selected VM

Windows 7 SOI v3 cioud-6103.vm.ik.ome.hu vz » o EO0E000 - 080

[ > RUNNING cBEEl - 3 o o

-_—
Home Resources Console Access Network Activity

Connection details

Protocol RDP
Host vm.ik.bme.hu:13101 ¥ CPU priority - | normal v 2
Host (IPv6) cloud-6103.vm.ik.bme hu:3389 28 CPU count - I s s
Username cloud

4 RAM amount - ) 4096 Mg | 7
Password — —

Generate new password! Stop your VM to change resources.

Command | xfreerdp -u cloud -p EnNuGMWrSf g 1200800 — | £

" Connect (download client)

Disks & download disk

I Windows 7 (#2972) - 60.0GB
File name: Ob21eba7-6ef2-4ac8-bd75-2742eb7225d3
Bus: virtio

Required traits

gpu
mirror

-

A set of traits required for a node to declare to be suitable for hosting the VM. Hold down "Control”, or "Command"
on a Mac, to select more than one.

Save

ICACON'15 BUDAPEST https://circlecloud.org C|ﬁﬁ%‘5 22
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Portal — VNC console

-_— [ )
@ =E p=m e 0 0
Home Resources Console Access Network Activity

Send Ctri+Alt+Del Type password

Connected (encrypted) to: QEMU (cloud-6103)

https://circlecloud.org

CIRCLE

laas for everyone
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?l Portal — ACL

° Every resource has it’s owhnher Windows 7 SOI V3 cloud-6103.vm.ik.bme.hu 17 » ¢« 00680008 880
V4
— Can’t be demoted (> RUNNING o = O e o

* You can transfer this
OW n e rs h i p Host vm.ik.ome.hu:13101 Owner

Home Resources Console Access Network Activity

Connection details

Host (IPv6) cloud-6103.vm.ik.ome.hu:3389 The current owner of this instance is Viktor Kalman (5048@bme.hu).  Transfer ownership..
. ° Username cloud
* You can share anythlng VEIC I — =)  Permissions
Generate new password! Who What »
ro I e S Command | xfreerdp -u cloud -p EnNuGMWISf -g 1200x800 —f | €1 ﬂ _ user

* User: Access the resource > I

e Operator: Share to users and
do modifications

* Owner: Supervise the
resource

ICACON'15 BUDAPEST https://circlecloud.org CIRCLE 24
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?l Portal — Network

Windows 7 SOI v3 cloud-6103.vm.ik.bme.hu ¥z

Connection details

Protocol RDP
Host vm.ik.bme. hu:13101
Host (IPvE) cloud-6103.vm.ik.bme.hu:3389
Username cloud
Password F— —
Generate new password!
Command | xfreerdp -u cloud -p EnNuGMWISF -g 1200x800 —f | £

(' Connect (download client)

ICACON'15 BUDAPEST

| [T

MUEGYETEM 1782

=

Console

@ =

Home Resources

Interfaces
OVM-NET edit

IPv4 address:

10.9.0.11

IPv6 address:
2001:738:2001:4031:9:0:11:0
DNS name:
cloud-6103.vm.ik.bme_hu
Groups:

netezhet

> - EEI0E0E000- 28a

= N ©

Access Metwork Activity
@ add interface
Port access 1Pvd IPvE

- U -l

vm.ik.bme.hu:13101 —  3389/icp »

CIRCLE 25
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?l Portal — Activity

* Track your virtual machines histroy

* Activities are created on every action
* User action
* Monitoring event
* Administrator action

* Log time, user and action type

ICACON'15 BUDAPEST

Activity
shutdown 21 cays aco. () [
Migrate a month ago, " [

Deploy network — a month ago
Shutdown network — a month ago

Migrate to mega2 — a month ago

©) @0 vigrare, @

Deploy network — a month ago
Shutdown network — a month ago

Migrate to mega5 — a month ago

Schedule — a month ago

) (30 console access. [C)

£ Wigrate 3 montrs ago. @ (I

Deploy network — 3 months ago

Shutdown network — 3 months ago
Migrate to mega4 — 3 months ago

Schedule — 3 months ago

Q oepioy s monins 290, Oy

Wait operating system loading — 3 months ago

Boot virtual machine — 3 months ago

https://circlecloud.org CIRCLE

laas for everyone
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What is CIRCLE?

* Open source based laaS cloud manager

 Complete system ready to deploy

* Easy-to-use web interface even for non-IT users Storage

* User-friendly interface for template customization o .
* Scalable Network |

e Advanced networking Portal .

* All modules written in Python
* Easy to install with SaltStack

ICACON'15 BUDAPEST https://circlecloud.org CIRCLE 27
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CIRCLE

laaS for everyone

Cloud Infrastructure for Research Computing and Laboratory Environment

Thank you for your attention!

https://circlecloud.org



